
❏ 25 years of writing SW for a living
❏ Started using LabVIEW in 2007
❏ Founded HSE around 2015/2016

Talk to me about

❏ Working in small teams
❏ Working in fixed-price scenarios
❏ Process & workflow standardisation/automation
❏ Inner Source and Open Source with and in LabVIEW

JOERG HAMPEL



CREATE BETTER SOFTWARE!

We work with teams of developers to increase the quality of 
their software through improved development processes.





SMALL COMPANY, BIG THREATS 

Cyber Security for the Rest of Us



⚠ DISCLAIMER ⚠

This guy? 
Not a lawyer!



[Allianz Risk Barometer 2025 Report]





[BBC, Reuters, The Guardian]

GUESSED PASSWORD



[BBC, Reuters, The Guardian]

BRIBED EMPLOYEES



[FireEye Google Bloc]

INJECT BACKDOOR



[The Wall Street Journal]

EXPLOIT 
VULNERABILITY



Test your knowledge: 
Secret Service or CyberSec jargon?



CRA

EU Cyber Resilience Act



NIK

Nemzeti Információs Központ
(Hungarian National Information Center)



NCSC

National Cyber Security Centre (UK)



BSI

Bundesamt für Sicherheit in der 
Informationstechnik
(Federal Office for Information Security)



ZTNA

Zero Trust Network Architecture 



ASIS

Australian Secret Intelligence 
Service



ISMS

Information Security Management 
System



How our CS journey started





Are these really applicable to us?





Are these *REALLY* applicable to us?





🏆 Global Consultant Impact Award 2025 🏆



A more strategic approach



What is out there?

❏ Legislation
❏ European Union Cyber Resilience Act

❏ Organisations
❏ BSI

❏ NIST

❏ Standards and Frameworks
❏ ISO 27001 (international standard)

❏ NIST

❏ Cybersecurity Framework 2.0 (private sector)

❏ Special Publication 800-53 (federal sector)

❏ Special Publication 1300 (system engineers and developers in SME)

❏ BSI-200 (German federal guidelines) 



EU Cyber Resilience Act (CRA)

❏ Mandatory security/design standards for digital products (software, 

hardware, IoT) sold in EU
❏ All products with "digital elements" — hardware and software

❏ Binding regulations with fines for non-compliance
❏ High-Impact Violations: €15 million or 2.5% of global annual turnover (whichever is higher)

❏ Applies extraterritorially to any product placed on EU market
❏ Yes, also those coming from the US!



EU Cyber Resilience Act (CRA)

❏ Take cybersecurity into account
❏ During development, including risk assessments, secure design (e.g., encryption, minimal 

attack surfaces), and secure defaults (e.g., no weak passwords, auto-updates). Mandatory 
vulnerability management and SBOM creation.

❏ Prove requirements
❏ A declaration of conformity is required. For most products this is a self-assessment by the 

manufacturer, for a few it is an assessment by a 3rd party body.

❏ Disclose vulnerabilities
❏ A single platform will be set up for reporting exploited vulnerabilities and major security 

incidents. All reports must be submitted through it.

❏ Secure during the entire support period
❏ Security updates must be made available to the end user and vulnerabilities must be 

handled throughout the entire product life cycle. This support period is generally 5 years.



CRA equivalents in the US? There are none!

❏ Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA, 2022)

❏ CISA / NIST-led voluntary frameworks and policies

❏ Executive Order 14028 (Improving the Nation's Cybersecurity, 2021)

❏ Federal Information Security Modernization Act (FISMA, 2014)

❏ Sector-specific and proposed legislation
❏ HIPAA (Health Insurance Portability and Accountability Act)



ISO 27001

❏ International standard for Information Security Management Systems
❏ ISMS

❏ Released in 2005, revisions in 2013 and 2022

❏ Organizations can get certified against ISO 27001

❏ International recognition 

❏ No easy guidelines to help to implement it

❏ Hard to implement for small companies



NIST Cybersecurity Framework 2.0

❏ Broad high-level guidance for improving cybersecurity across various 

sectors

❏ Released in 2024 (version 2.0)

❏ No official certification

❏ Flexible, provides guidelines and best practices



BSI Grundschutz (baseline protection)

❏ Includes standards like BSI 200-1, 200-2, 200-3

❏ Guidelines provided by the German Federal Office for Information Security

❏ Focus on implementing an ISMS

❏ Comprehensive guidance and modular, risk-based approach

❏ Lots of training resources, guidelines, and examples (also in English!)

❏ Integration with IT-Grundschutz (baseline protection) methodology

❏ Can be used as the basis for an ISO 27001 certification



What is an ISMS?

❏ A structured set of policies and procedures that define how your company 

manages and protects information security

❏ It typically includes documentation on assets, roles and responsibilities, 

risk assessments, access controls, incident response plans, business 

continuity measures, and compliance requirements

❏ The ISMS ensures a systematic approach to safeguarding company data 

and responding to security threats



The HSE ISMS





















Conclusion



★☆☆☆☆

Cannot recommend.
Joerg H.



Difficulties

❏ Know-How: Full ISO certification requires a dedicated cybersecurity expert
❏ Someone who continuously keeps ISMS updated

❏ Compliance: Every employee must comply
❏ CEO has responsibility

❏ Standards: Hard to read, understand and implement
❏ Bureaucratic legalese

❏ Resources: Daily business vs. CS work
❏ “Organisational debt / wealth”



Status

❏ We’re right in the middle of things

❏ 50% of BSI Grundschutz implemented
❏ Goal: Finalize by the end of this year

❏ ISO 27001 certification
❏ Goal: Audit in 2026



Resources

❏ Cyber Resilience Act
❏ https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act 

❏  ISO/IEC 27001:2022 
❏ https://www.iso.org/standard/27001  

❏ NIST SP 800-53
❏ https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 

❏ BSI Grundschutz
❏ https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizi

erung/IT-Grundschutz/it-grundschutz_node.html 

❏ BSI Certification
❏ https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizi

erung/Zertifizierung-und-Anerkennung/zertifizierung-und-anerkennung_node.html 

https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act
https://www.iso.org/standard/27001
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/IT-Grundschutz/it-grundschutz_node.html
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/IT-Grundschutz/it-grundschutz_node.html
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Zertifizierung-und-Anerkennung/zertifizierung-und-anerkennung_node.html
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Zertifizierung-und-Anerkennung/zertifizierung-und-anerkennung_node.html


..IT’S OK TO HAVE FUN!


